CONSUMER PRIVACY AWARENESS AND ONLINE SERVICE COMPANIES PRIVACY-
PRESERVING FEATURES IN MAINLAND CHINA

The Study of Correlation between Consumer's Privacy Concerns and the Consumer's

Perception of the Privacy-Preserving Features in Guangzhou and Shenzhen

Anonymous Author
A High School
Department of Social Studies
SOC101: AP Research

April 30, 2022

Word Count: 5514



CONSUMER PRIVACY AWARENESS AND ONLINE SERVICE COMPANIES PRIVACY-
PRESERVING FEATURES IN MAINLAND CHINA

Abstract

This study looks at in what degree the consumers in Guangzhou and Shenzhen are aware of the
privacy protection aspects of online services, their privacy concerns, and their privacy practices.
To that purpose, a test model was created that included information privacy concerns, level of
knowledge of online services' privacy-preserving features in mainland China, perceived
sensitivity to privacy threats, perceived response expediency, and private information actions,
among other things. An online questionnaire was used to collect responses from 71 consumers of
internet services in Guangzhou and Shenzhen. Users are concerned about the privacy of their
data, according to the survey. They are still unaware of the need of privacy-protective activities
in order to maintain their online privacy. The research also found that mainland China consumers
are unaware of social networking sites' privacy protection measures. The results of utilizing
structural equation modeling to test hypotheses revealed that information privacy concerns
influenced privacy-preserving behavior in online services in a beneficial way. Information
privacy concerns were favorably influenced by perceived ability to perceive privacy hazards.

Keywords: Privacy, consumer perceptions, consumer behavior, information privacy

concern, perceived vulnerability, privacy-preserving features
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Introduction & Literature Review
Online Services Privacy

Privacy has become a contentious issue for both individuals and legislators due to the
development of technologies that make it easier to acquire, distribute, store, and manipulate
personal consumer information. Numerous studies in diverse fields have improved our
understanding of privacy. The term privacy is defined as the combined needs for personal space
and visual, physical, or psychological separation and control over one's individual property and
data (Miltgen, 2009). Several researchers and theorists further confine the term privacy has been
described as multidimensional, elastic, depending upon the context, and dynamic because it
varies with life experience (Laufer & Wolfe, 1977). In today's society, online privacy has become
a significant concern. There are many threats to people's privacy (Solove, 2006).

Numerous studies have revealed Internet users' privacy concerns to be a significant
antecedent of their readiness to divulge personal information to online service providers. Many
incidents and cases are related to personal information leakage in the online services market.
According to Business Insider, the phone numbers and personal information of around 533
million Facebook users have been published online. Phone numbers, Facebook IDs, full names,
addresses, birthdates, bios, and, in some cases, email addresses are all included (Holmes, 2021).
Also, as Naresh Malhotra, Sung S. Kim, and James Agarwal point out in their research, the
general concerns reflect the individuals' inherent worries about the possible loss of information
privacy (Malhotra et al., 2004).

Shift the focus to consumer market, Turow and King found that 66% of Americans reject
the idea of online advertising with personal information collection (Turow et al., 2009). Also, a

study published in the Journal of Retailing corroborates the previously presented information
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about the privacy concerns: according to a US Department of Commerce study on e-commerce
and privacy, 81 percent of consumers who buy goods and services through the Internet are
concerned about online privacy threats (Caudill & Murphy, 2000). The cause of this concern is
that consumers have a mindset that they have the right to decide which data about themselves
might be collected and stored and how data is supposed to be processed. Other researchers
support this conclusion by stating that personal privacy refers to an individual's, group's, or
institution's right to control when, how, and to what degree personal information about them is
shared with others (Trojer et al., n.d., p. 1). This suggests there is a significant correlation
between consumer trust in business practices consumers have limited trust in online service
providers and are very concerned that these companies will use their private information. Hence,
a survey of consumer attitudes toward privacy is significant. Therefore, the researcher decided to
develop an online privacy survey.

On the other hand, individuals have realized that in order to engage in e-commerce, they
must give up a tiny amount of their privacy. (Gandy, 2011; Wang & Petrison, 1993). These
findings reflect that people are not sufficiently aware of protecting their personal information
privacy due to their perception of privacy. This is significant since it confirms that consumers in
mainland China are not sufficiently aware of the need to protect their private information.
Consumers cannot overlook the fact that they lack a fundamental grasp of the privacy protection
measures offered by the firms that deliver the services they use (Milne 1997). Nevertheless, on
the other hand, consumers are only concerned about the leakage of their data, not the purpose for

which the company collects it.

Consumer Privacy Awareness
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Individuals may have different perceptions of the likelihood of negative outcomes and the
severity of personal data breaches. The primary assumption of this concept is that consumers
who are very concerned about the privacy of their information will attempt to defend their
privacy by reacting negatively to organization's information practices if they believe that their
privacy rights have been violated (Norberg et al., 2007). Consistent with Norberg and Horne,
Smith point out that privacy loss is associated with disclosing personal information (Smith et al.,
1996). This is also a significant issue in the existing consumer market, as almost all online
service companies collect personal data for various purposes.

Specifically, Milne et al. (2009) suggest that consumers may experience a sense of
emotional respectability toward information collection. That said, some consumers are positive
of collecting personal information from online service providers since it improves the quality of
services. Still, there is a lack of empirical testing of this proposition or its impact on consumer
behavior. Milne and Gordon found that consumers have different beliefs and perceptions about
direct marketing, particularly catalogs and advertising mailings (Milne et al., 2009). These
perceptions, in turn, influence on what extent consumers is concerned about privacy issues. This
demonstrates that how a company collects information about its users and how it will use it is

directly related to consumers' perceptions of privacy.

Existing Privacy-Preserving Features

With the rise in privacy intrusions and data breaches, more people are seeking online
privacy protection. To satisfy this need, according to Lee’s study, numerous firms have
introduced various privacy-preserving measures to keep consumers' online privacy worries to a

minimum (Lee et al., 2011). Nevertheless, since privacy-preserving features require the company
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to invest in adequate human, material, and financial resources, a more straightforward method
for the businesses to do is privacy policy. The term “privacy policy” is referred to the
information provided by the operator of an eCommerce website to explain its practices
concerning the personal data that it gathers about consumers (Clarke, n.d., p. 3).

On the other hand, Huang & Bashir (2020), showcases that users still do not adopt these
features and technologies, who claim that the interface design of web browsers' private browsing
mode evokes both pleasant and negative emotions among users, such as overly trusting,
uncomprehending, or resistance to these features. This exemplifies some of the shortcomings of
today's privacy protection features, namely that they are not user-friendly. Furthermore, users
will not want to use these features in this way, causing privacy leaks. In other words, the
different settings of the privacy protection function can significantly affect the user's perception.

In short, the existing privacy protection features are still not designed to ensure that users'
privacy is not violated. This is one of the purposes of this study, to determine the privacy
concerns of existing consumers about online services and to determine for service providers and

legislators what characteristics an appropriate privacy protection feature should have.

Existing Gap, Purposes, and Hypotheses

Research related to the relationship between consumer privacy perceptions and privacy
protection functions and systems is limited. Additionally, the previous studies are not focusing on
people in mainland China, which leaves a gap.

People who live in Guangzhou and Shenzhen were explicitly chosen because there is a
complete lack of research in this area. In past studies, researchers have investigated this issue in

Europe and the United States. However, never in China, which has the most significant number
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of Internet users globally (Nemec Zlatolas et al., 2019; Phelps et al., 2000). Also, WeChat, as the
mainstream social media software in mainland China, had 1.2 billion monthly users in 2020 will
have more experimental samples to choose from (Thomala, 2022).

Therefore, guided by the inquiry question, “What's the correlation between consumer's
privacy concerns and consumer's perception towards the privacy-reserving features?”, my study
aims to find out the correlation between people’s privacy concerns and people’s attitude to
privacy-preserving features.

Based on the development of the “online privacy construct” by Malhotra et al (2004),
model of consumers perceptions by Schwaig et al. (2015) and the structural equation modelling
implementation by Sami & E. (2016), the following six hypotheses are constructed. The related

research model will be explained in the Methodology section.

Table 1. Research Hypotheses

Hypothesis 1 Privacy concerns in internet services have a
positive effect on privacy protection practices.
Hypothesis 2 Increased knowledge of online services'

Privacy-Preserving Features has a positive
impact on mainland China online services'
privacy protection practices.

Hypothesis 3 Privacy-protecting practices are positively
influenced by perceived vulnerability to
privacy concerns.

Hypothesis 4 The perception of privacy risks raises the
level of knowledge of privacy-preserving
features in mainland China online services.

Hypothesis 5 Information privacy concerns are positively
influenced by perceived sensitivity to privacy
issues.

Hypothesis 6 Information privacy concerns are positively

influenced by perceived response efficacy.
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Methodology
Methodological Design

This study utilizes correlational research, which is helpful in understanding and assessing
the statistical relationship between two variables with no influence from any extraneous variable
(Curtis et al., 2016). Therefore, it is perfectly fit for my research since the researcher can
determine the correlational relationship between two significant variables, people's perceptions
of the effectiveness of the privacy-preserving and people's privacy concerns. Participants need to
finish a survey on online security and privacy awareness. This research design has been widely
used in past research. Chignell et al., 2003, asked the participants to complete a privacy survey.
On a five-point scale, people were asked how much they agreed with privacy issues.

Similarly, Phelps et al., 2000, utilized the survey design, to ask participants how
concerned consumers companies were about how use their personal information. Participants
demonstrated their perceptions of data security and privacy-preserving features through
questionnaires. Both studies used similar methodological design that allowed researchers to
develop a causal relationship between privacy breaches, participants' concerns, and privacy
features. For this reason, in the current study, the researchers referenced this methodological
design.

The researcher currently includes an interview to collect selected participants' thoughts to
gather some deeper or cannot be shown in the questionnaire since the questionnaire was designed
to include only multiple-choice and scoring questions, it did not have any short answer questions.
Therefore, it is not comprehensive to judge a person's opinion about a thing simply by the
numerical value. Moreover, short-answer questions can record a person's thoughts in their

entirety.
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The study was primarily quantitative and used a 5-point Likert scale for most of the
questions, which is easier for the researcher to draw the conclusion and make inferences from the
data since the data can be quantified easily (Joshiet al., 2015). There are also open-ended
questions in the subsequent interviews that asked the participants' opinions on the effectiveness
and usage of privacy-preserving features. Thus, the data generated by these questions are
qualitative, which determines the mixed nature of this study.

Inspired by Schwaig et al. (2013) research about the relationship between an individual's
concern for information privacy and their attitude toward an information practice in Saudi
Arabia, the researcher also includes structural equation modeling in the research. Comparably,
Chin (1998) and Gruzd & Hernandez-garcia (2018) utilize the Partial Least Squares in Structural
Equation Modeling to study the ongoing debate on the 'privacy paradox’ under the current social
media context. Since these researchers have successfully implemented these methods to explore

people's privacy perceptions, the researchers intend to refer to this method in this study.

Research Model and Constructs
Five constructs, as shown in the chart, has been developed and slightly modified based on
Schwaig et al. (2013) study and online services in mainland China context, with multi-item

measures to explore the model of privacy concerns.

Table 2. Constructs Variables
Name of the Construct Definition

Information Privacy Concern It refers to the "degree to which a person is
sensitive about organizational practices linked
to the gathering and use of his or her personal
data."
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Table 2. Constructs Variables

Awareness level of privacy-preserving This concept aims to determine the extent to
features on mainland China online services which increased awareness of privacy-
(MCOSs) preserving features on mainland China online

services (MCOSs) influences MCOSs
privacy-protecting behavior. It refers to
MCOSs users' awareness and comprehension
of privacy-preserving mechanisms in the
operating system.

Privacy protection behavior in MCOSs The development of protective behaviors in
order to protect one's privacy.

Perceived vulnerability to privacy risks in The likelihood that a user of MCOSs will be

MCOSs subjected to privacy threats.

Perceived response efficacy in MCOSs The conviction that taking a prescribed

protective measure will protect oneself and
others from a threat.

The model is based on earlier research models that are based on a variety of hypotheses.
Different hypotheses, agency theory and social contract theory, both indicate that information
privacy concerns arise in online transactions due to imprecise information about client
information online behavior (Li, 2012; Feng & Xie, 2014). In this work, the researcher focuses
on MCOS users' information privacy concerns in order to truly comprehend the impact on
privacy protection behavior. Neither the agency theory nor the social contract theory, on the other
hand, provided a valuable foundation for exploratory research.

The impact of learning and analyzing the content of MCOS privacy-preserving features
on raising the adoption of privacy-protecting behaviors was self-developed to study the impact of
reading and understanding the content of MCOS privacy-preserving features on raising the
adoption of privacy-protecting behaviors (Li, 2012).

People’s behavior has been included into numerous information systems theories,

including Social Cognitive Theory, Theory of Reasoned Action, Theory of Planned Behavior,
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and Protection Motivation (Li, 2012; Mohamed & Ahmad, 2012). Each theory's behavior was
viewed from a different point of view. By examining the relation respectively perceived
vulnerability to privacy risk, information privacy concern, awareness level of privacy-preserving
features in MCOSs, and privacy protection behavior, the researcher hoped to better analyze the
factors that affect the actions and practices MCOSs users take to protect their information
privacy.

The objective here is to explore the link between this model and information privacy
concern, knowledge level of MCOSs privacy-preserving features, and privacy protection
behaviors, which was developed from the protection motivation theory (Mohamed & Ahmad,
2012).

Perceived response efficacy was developed from the protection motive theory, and it was
included to help explain its impact on data privacy concerns (Li, 2012; Mohamed & Ahmad,
2012).

The researcher first initializes the five variables using a questionnaire and an interview,
then uses Python and WarpPLS to construct the model to answer the study question by looking at

the relationships between the minor variables.

Respondent Sample and Questionnaire Administration

The study was conducted on a representative sample of people in Guangzhou and
Shenzhen, with 71 participants from 7 age groups, (15-19; 20-29; 30-39; 40-49; 50-59; 60-69;
and 70+). The recruitment is completely volunteer-based. Among the 71 participants, there were
35 males and 36 females. Male and female participants might have different perceptions of the

effectiveness of privacy-preserving features and privacy concerns. Thus, this gender distribution
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is preferable since both genders have approximately equal participants. Ideally, an equal number
of participants in each age group is favored because people's perceptions of privacy typically
vary on their age and personal experience. Therefore, the age group distribution in this study
poses a potential limitation. To address this limitation, the match-pair statistical method is
implemented in the process of data analysis. This inferential tool avoids direct comparisons of
privacy perceptions between people of different ages, thus mitigating the potential influence of
people's age and experience.

Participants could only see one question at a time when filling out the questionnaire. To
avoid participants being overwhelmed by multiple questions appearing at the same time, they

must click a "next" button to move on to the next question (“Questionnaire Design”, 2005).

Instrumentation

A questionnaire to measure people's privacy concerns and privacy perceptions about
online services will be designed for this study. The questionnaire was inspired by the "Online
Privacy and Security Questionnaire” (Georgia Institute of Technology, 1993)

For the interview after the questionnaire, the purpose of all the questions in the interview
was to learn more about the interviewees' understanding of their perceptions of privacy or how
their perceptions of privacy were affected by an incident they had experienced with the security
of their privacy. All respondents who participated in this interview indicated in the questionnaire
that they were willing to participate in the subsequent interview. The researcher also selected
respondents for further investigation based on quantifying the answers to three questions in the

questionnaire.
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Because the majority of the participants are Chinese, the survey questions are written in
Chinese with English translation. The interview format will be tailored to the respondent's
preferences. Respondents have the option of being interviewed online via teleconference

software (e.g., Microsoft Teams, Zoom) or in person.

Procedure

The researcher recruited participants through publicity in an online questionnaire-filling
platform developed by Weibo. They were free to choose whether or not to participate, and they
had the freedom to discontinue their participation at any moment without consequence.
Interested participants will be provided with a copy of the "Information for Study Participation”.
Participants under 18 will also be provided with a parental consent form to obtain their parents'
permission to participate in the study.

Then, participants received a questionnaire from the researcher via email. Since all
respondents were from mainland China, the context of the questionnaire included online services
in mainland China, such as WeChat, Weibo, TikTok, Meituan, Baidu, Taobao, JD.com, and other
online service providers. All participants were given one week to complete the questionnaire
after it was sent to them by the researcher. Participants were asked to use their laptops, tablets, or
phones to complete the questionnaire. Prior to completing the questionnaire, participants were
asked to send their "Consent Form to Participate in a Research Study" to the researcher via email
and they were required to read and sign the consent form carefully before completing the
questionnaire. The expected completion time for the questionnaire is 12 minutes.

The questionnaire included a brief introduction to the study, which participants needed to

read to access the section of questions. The design of the questions in the questionnaire is similar
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to what many researchers have done in the past (Buchanan et al., 2006). By adopting a widely
used design, the researcher ensured that the study's validity was similar.

Participants need to submit the questionnaire after completing all questions. In principle,
participants must answer all questions without interruption to ensure that their thinking is not
disturbed by other factors influencing participant responses.

After all, participants have completed this questionnaire, the researcher then selects those
who need to participate in the following interview phase based on the participants' responses.
Participants were required to explicitly indicate in the survey that they used the privacy features
offered by the online service provider in their daily lives to be selected for the interview session.
Participants who were not invited to participate in the next phase of the interview will receive a
certificate of study participants from the researcher via email within one week of completing the
questionnaire. The researcher will notify screened participants of when and how they will be
interviewed.

In the interview, they will answer the following three questions:

1. What concerns do you have about privacy breaches in the online services you are currently
using?

2. Have you ever experienced a privacy breach? If so, please describe in detail what happened.
3. What precautions are you taking on an ongoing basis to prevent online privacy breaches?

It should be noted that to avoid interference, all interviewees will not know the questions
for these interviews until they are interviewed. Also, the researcher may choose one or two
questions rather than asking all of them. The order of the questions will be disrupted. After they
are interviewed, they will receive a certificate of study participants from the researcher within a

week of the interview.
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Results
Response Rate and Respondent Profile
The total number of completed and useable surveys received was 71, resulting in a response
rate of 79.6%. The first mailing resulted in the completion of 60 surveys. A second mailing, sent
just to individuals who had not answered, resulted in the completion of 11 more questionnaires.
A comparison of the first and second waves of responders revealed no statistically significant

differences between them. Table 1 shows the demographic profile of responders (see Table 3).

Table 3. Respondent Profile

Demographics
Age %
Less than 20 32.40%
From 21 to 30 35.20%
From 31 to 40 11.30%
From 41 to 50 9.90%
More than 50 11.30%
Sex %
Male 49.30%
Female 47.90%
Prefer not to say 2.80%
Education %
Pre High School 0.00%
High School 22.50%
College 18.30%
Postgraduate 59.20%
Socio-professional category %
Farmers 3.00%
Artisans, shopkeepers, CEOs 14.00%
Executives and intellectual professionals 17.00%
Intermediate professions 4.00%
Employees 30.00%
Workers 6.00%
Retired 7.00%

Unemployed 0.00%
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Students 19.00%

As original plan, ten participants agreed to participate in the interview (See Appendix C).

Reliability for the Measurements

The research involved a total of 71 participants. The researcher employed partial least
squares as a second-generation causal modeling statistical approach in this investigation since it
was an exploratory study in the early phases of theoretical development. LISREL is often used
for theory confirmation, although partial least squares is well known as a method for initial
hypothesis testing (Fornell & Bookstein, 1982; Ma & Agarwal, 2007). PLS is also a good fit for
more complicated predictive models (Chin, 1998). Partial least squares have been best suited for
assessing complicated interactions by eliminating inadmissible solutions and factor
indeterminacy in previous studies (Kim & Benbasat, 2006). As a result, Partial least squares are
well suited to accommodate a high number of constructs and interactions in existing research.

In this study, the questionnaire was used as the primary assessment tool, and WarpPLS
8.0 was used to examine its reliability and validity. The measurement model was investigated by
looking at the study instrument's convergent and discriminant validity, as described by Gefen,
Straub, and Boudreau (2000) and Straub, Boudreau, and Gefen (2004). Convergent validity
refers to the degree to which various attempts to measure the same construct agree (Cook &
Campbell, 1979).

Aside from the moderators, the survey questionnaire measuring instrument contained 16

questions that formed five latent variables, similar to Noora's study. Cronbach's Alpha was also
utilized to measure construct reliability and estimate indicator inter-correlations. Cronbach’s

Alpha requires a score of 0.7 or above to be considered acceptable. To evaluate the constructs'
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reliability, composite reliability was utilized, which, unlike CA, take into account the varying
loadings of the indicators. A composite reliability score of 0.7 or above is considered satisfactory.
Table 3 demonstrates that all of the constructions have CA values larger than the permissible

threshold of 0.7, and all of the CV values are greater than the acceptable threshold of 0.7.

Table 4. Measurement Reliability Testing Results

Construct Number of Items  Cronbach's Alpha  Cronbach’s Reliability
Information privacy 2 0.791 0.905

concern

Perceived 5 0.832 0.882

vulnerability to

privacy risks

Awareness level of 3 0.851 0.910
privacy policies

Perceived response 4 0.868 0.911
efficacy

Privacy protecting 2 0.761 0.893
behaviors in Online

Services

Factor Loadings

The factor loadings of the measured variables must be at least 0.5, else the variable will
be evaluated for removal. The factor loadings for the measured variables were calculated using
confirmatory factor analysis, as shown in Table 4. All variables must have a loading value greater

than 0.5 to be included in the model.

Table 5. Factors Loading for Measured Constructs

IPC PVPR | APPS PRE PPBS SE P-value
IPC1 (0.909) (0.075) | <0.001
IPC2 (0.909) (0.076) | <0.001
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PVPRI (0.684) (0.079) [<0.001
PVPR2 (0.857) (0.078) | <0.001
PVPR3 (0.747) (0.076) | <0.001
PVPR4 (0.767) (0.079) | <0.001
PVPRS (0.784) (0.077) | <0.001
APPSI (0.858) (0.078) | <0.001
APPS2 (0.836) (0.079) | <0.001
APPS3 (0.889) (0.079) | <0.001
PREI (0.854) (0.077) | <0.001
PRE2 (0.867) (0.079) | <0.001
PRE3 (0.898) (0.078) | <0.001
PRE4 (0.839) (0.076) | <0.001
PPBSI (0.865) (0.078) | <0.001

The Validity Assessment

Convergent validity was evaluated for each latent construct by calculating composite
reliability and the Average Variance Extracted. Based on convergent validity, "the extent to
which a measure is related to other measures that have been designed to assess the same
construct” (Schwaig et al, 2013). The average variance extracted as a convergence indicator is
used to determine the mean-variance extracted for the construct elements. The composite
reliability coefficients for all builds are more than the critical threshold of 0.7. In addition, all of

the structures had an AVE value better than 0.5, as shown in Table 5.

Table 6. Convergent Validity Statistics for the Constructs

Construct Composite Reliability Average Variance Extracted
Information Privacy Concern  0.886 0.824

Perceived Vulnerability to 0.856 0.591

Privacy Risks

Awareness Level of Privacy-  0.917 0.783

Preserving Features




CONSUMER PRIVACY AWARENESS AND ONLINE SERVICE COMPANIES PRIVACY-
PRESERVING FEATURES IN MAINLAND CHINA

Perceived Response Efficacy 0.921 0.737

Privacy Protecting Behaviors  0.879 0.825
in Online Services

The degree to which a construct is actually distinct from one or more other constructs is
referred to as discriminant validity. The square root of the Average Variance Extracted for each
latent construct was computed, and the findings were then compared to the correlations of the
other latent constructs to determine discriminant validity. For all of the structures, the AVE score
was more than 0.5. In addition, as demonstrated in Table 6, the square root of AVE for each

construct is larger than all other construct correlations, implying measuring discriminant validity.

Table 7. Discriminant Validity
IPC PVPR APPS PRE PPBS
IPC (0.911)
PVPR 0.673 (0.748)
APPS 0.139 0.186 (0.839)
PRE 0.158 0.273 0.093 (0.827)
PPBS 0.492 0.424 0.173 0.124 (0.896)

Coding: Interview Responses & Frequency of Words and Phrases

The three questions in the interview were analyzed quantitatively to see participants’ user
experience of privacy-preserving features, whether these features are effective in protecting
users’ privacy, and the privacy leakage they have experienced before.

To examine the language and phrases that express the primary notion of their reasoning, a
coding scheme was utilized to determine the major variables and themes. The data table, which

provided the reasons for picking each answer, was evaluated using coding, and useless answers
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such as "." and "I don't know" were eliminated from both surveys' responses. To limit text
interpretation and promote research replicability in a quantitative method study, code words were
assigned to number counted. This aids in the identification of various explanations for the
replies, as well as the use of code words to swiftly locate themes and the variation of their

existence via a manual read-off text.

Table 8. Themes Identified in the interview transcription data (Shown in Appendix B)
Table 9. Categories Identified in the interview transcription data (Shown in Appendix B)

Table 10. Codes Identified in the interview transcription data (Shown in Appendix B)

Goodness of Fit Measures

Table 7 shows the results of the confirmatory factor analysis similar to Gefen et al (2000)
and Sami & E. (2016), which generated ten Goodness of Fit measures. The results indicate that
the five latent constructs sample is well-fitted for a distribution from population in this research

design.

Table 11. Goodness of Fit Measures

Goodness of Fit of Research Model Acceptable value
Average path coefficient (APC) =0.250,P=  Good if p <= 0.05
0.002

Average R-squared (ARS) =0.237,P=0.003 Good if p <= 0.05

Average block VIF (AVIF)=1.374 Acceptable if <=5, ideally <= 3.3

Average full collinearity VIF (AFVIF)=1.389  Acceptable if <=5, ideally <= 3.3

Tenenhaus GoF (GoF)=0.420 Small >= 0.1, medium >= 0.25, large>=0.36

Sympson's paradox ratio (SPR)=1.000 Acceptable if >= 0.7, ideally = 1

R-squared contribution ratio (RSCR) = 1.000  Acceptable if >= 0.9, ideally = 1




CONSUMER PRIVACY AWARENESS AND ONLINE SERVICE COMPANIES PRIVACY-
PRESERVING FEATURES IN MAINLAND CHINA

Statistical suppression ratio (SSR) = 1.000 Acceptable if >= 0.7

Nonlinear bivariate causality direction ratio Acceptable if >= 0.7
(NLBCDR) =1.000
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Discussion
The purpose of this research was to develop and test a model for examining the link
between people’s privacy concern and their perceptions to privacy-preserving features. This
focus arose from the realization that privacy management is more than just a question of
individual actions; it is also an essential aspect of institutional structure, as evidenced by industry
and organizational standards (Schwaig et al, 2013; Gruzd & Hernandez-garcia, 2018). In the
context of mainland China online services, the researcher conducted an empirical test of the

theoretical model similar to Schwaig et al (2013) (see Figure 5).

Figure S Structural Modeling Results

B =0.0548
i (P =0.31)
Perceived Response
Efficacy

B =0.7845
(P<0.1)

Online Information
Privacy Concern

B =0.1835
Rz 053 (P =0.08)

B =0.3623
(P<0.1)

Perceived
Vulnerability to
Privacy Risks

Privacy Protecting

2
Behaviors R®=0.23

B = 0.2449

(P <0.01) B =0.09

Awareness of Privacy (P =0.29)
Protection on Online

Service Platforms

RZ=0.06

In this study, structural equation modeling (Figure 3) is used to characterize, estimate,
and evaluate a network of interactions between five important variables. The significant
threshold chosen for the testing hypothesis is 0.05 for the hypotheses testing findings. Table 8

shows the summary findings for structural equation modeling.
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Table 12. Structural Equation Modeling Results

by perceived response efficacy.

Hypothesis Test result Conclusion
Hypothesis 1: Privacy concerns in | (beta=0.16,p= | Supported
internet services have a positive 0.05)

effect on privacy protection

practices.

Hypothesis 2: Increased (beta=0.27,p= | Not supported
knowledge of online services' 0.21)

Privacy-Preserving Features has a

positive impact on mainland

China online services' privacy

protection practices.

Hypothesis 3: Privacy-protecting | (beta=0.32, p< | Supported
practices are positively influenced | 0.01)

by perceived vulnerability to

privacy concerns.

Hypothesis 4: The perception of | (beta=0.27,p < | Supported
privacy risks raises the level of 0.01)

knowledge of privacy-preserving

features in mainland China online

services.

Hypothesis 5: Information privacy | (beta=0.64,p < | Supported
concerns are positively influenced | 0.01)

by perceived sensitivity to privacy

issues

Hypothesis 6: Information privacy | (beta=0.05,p= | Not supported
concers are positively influenced | 0.48)
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According to Hypothesis 1, there is a link between information privacy concerns and
privacy protection activity. This hypothesis was confirmed, with information privacy concerns
influencing privacy-protecting behavior in a positive way (beta = 0.16, p = 0.05). This outcome
is unsurprising. However, based on the results of the interviews in the questionnaire and the
results of question 3 in the questionnaire, about 75% of participants would choose the "ease of
use of online services" over the assurance and protection of the user's "privacy". They claims that
if they start using privacy-preserving features, the usability, and the actual function of online
services (Meituan, TikTok, Baidu, and Taobao) will be limited. This statement supported by
Sami & E. (2016) research, in which they found that information privacy concerns can positively
impact users' privacy-preserving behavior in the Saudi Arabia context.

Hypothesis 2 posits a link between online service users' knowledge of privacy-preserving
features and their privacy-protecting behavior. Nevertheless, the amount of knowledge of
privacy-preserving elements in Online Services has no effect on privacy-protecting actions (beta
=0.27, p = 0.21), contradicting Hypothesis 2. Unexpectedly, the privacy-preserving features
offered by the manufacturers did not help users start using these good privacy habits or improve
their previous ones. 60% of the interviewees said that they "didn't know how to use the features,"
"some of the features were not very easy to use," and "were worried about whether they would
work, "and that "manufacturers may come to mobile phone users' data through this means." This
contradicts Schwaig et al. (2013) that the privacy features offered by manufacturers will help to
make significant progress "in protecting users’ privacy”. This suggests two mismatches between
the consumer mentality of privacy protection and the understanding of privacy in the mainland

China and the consumer mentality as understood by manufacturers.
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Hypothesis 3 proposes that a person's perception of privacy dangers has a beneficial
impact on privacy-protecting behavior. The adaptation of privacy-protecting actions is strongly
correlated with perceived sensitivity to privacy hazards (beta = 0.32, p <0.01), confirming
Hypothesis 3. Interview evidence backs up assertions made in Miltgen's (2009) study and
another study by Xu et al (2011). Interviews show that consumers themselves have a great
willingness to go about improving the privacy protection of their online services after
experiencing the privacy breaches. Respondents claimed that they were "afraid of privacy
leakage on online services when they see people in the news who have experienced this," so they
"try to learn skills on how to use privacy-preserving features”. Consequently, it can be assured
that consumers' privacy habits, at least for the research sample, will be greatly affected if they
find themselves exposed to a potential "privacy breach."

Hypothesis 4 posits that increased awareness of privacy-preserving features in Online
Services is a result of increased perceived susceptibility to privacy concerns. The amount of
knowledge of privacy-preserving features in Online Services is strongly correlated with the
perceived sensitivity to privacy issues. (beta = 0.27, p <0.01). As a result, Hypothesis 4 is
confirmed. This may suggest that as consumers are exposed to more risks of privacy breaches,
they will find that the only reliable solution to ensure that this privacy is not compromised is
'privacy protection features' this is now a controversial answer in the interviews. For instance,
one interviewee commented that "since I saw that other people's transactions in internet banking
had been compromised, I knew I should start using some of the privacy features that come with
the manufacturer to protect myself."

Meanwhile, some respondents said, "I would not use these features myself, even though

they might be useful for protecting my privacy." What can be seen is that consumers in mainland
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China have mixed views on the privacy protection features offered by manufacturers today. This
may reflect an underlying mistrust of vendors.

Hypothesis 5 suggests that information privacy concerns are favorably influenced by
perceived sensitivity to privacy dangers. The findings confirm Hypothesis 5 by showing that
perceived sensitivity to privacy hazards positively leads to information privacy concerns (beta =
0.64, p <0.01). This shows a direct correlation between the participants' privacy concerns and
their assessed risk of privacy leakage.

Hypothesis 6 proposes that perceived response efficacy influences information privacy
concerns in a beneficial way. Hypothesis 6 was determined to be unsupported (beta = 0.05, p =
0.48). This might indicate that customers haven't yet figured out the best approach to secure their

personal information and, as a result, aren't sure how to cope with privacy concerns.
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Conclusion

The focus of the research was to look at the link between customers' knowledge of
privacy-preserving Online Services and the factors that influence privacy-protecting actions in
mainland China. This was accomplished through the development of a five-construct research
model. The data was collected from 71 people who were surveyed for the study. WarpPLS 8.0
was used to evaluate the research model. This study adds to a growing body of work studying the
impact of information practices and privacy by using a mixed-method approach of self-reported
surveys and interviews. The study confirmed and expanded on previous research, providing a
larger framework for comprehending the nomological network of components that explain
privacy issues in mainland China's internet services.

The new findings show that in mainland China, perceived sensitivity to privacy threats
has a beneficial impact on privacy-protecting activities. The study found no link between a
higher degree of knowledge of Online Services' Privacy-Preserving Features and privacy-
protecting actions in Online Services in China. When customers believe their privacy is in
jeopardy, they frequently don't know how to handle the situation or are apprehensive that privacy
protection measures may likewise jeopardize their private. As a result, there appears to be a
discrepancy in the data trend, which might be due to confusing other factors such as internet
service provider privacy protection features or policies, as well as government regulatory limits
in mainland China. This study also confirms a number of conclusions from current volumes of
literature. In mainland China, for example, information privacy concerns have a favorable impact
on privacy protection practices in Online Services. Furthermore, mainland Chinese consumers'

perceptions of privacy threats have a favorable impact on their privacy-protecting activities.
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These findings are supported by Georgia Institute of Technology (2015), Kim & Benbasat

(2006), Phelps et al (2000), and Sami &E. (2016).
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Limitations and Suggestions for Further Research

Despite the fact that the study established and verified a credible model, it has significant
flaws that must be addressed. The first and most important drawback is that the characteristics of
information practice, as well as the individual variations studied, are representative rather than
exhaustive. The second constraint is related to the sample type and simulation administration
scenario. During the distribution of the questionnaires, the researcher questioned a small sample
of Guangzhou residents. The setting in which the research was conducted limited the
generalizability of the findings. In truth, this sort of data request is unique, and the same people
would most certainly behave differently in other situations. Furthermore, convenience samples
may not always provide the right environment for obtaining behavior patterns that are
representative of the entire community. Furthermore, because this study includes a survey, the
self-reporting findings might be made up or "chosen at random" by the participants, lowering the
accuracy of the total research results.

As a result, further study is needed to demonstrate that the validity of the research's
findings can be generalized by concentrating on a larger representative sample. Finally, work
expanding the findings to company sectors other than general internet services industries, as well
as a more in-depth mainland China market, would be extremely beneficial. Further longitudinal
studies are also suggested to get a fuller picture of the phenomenon and to improve the data's
credibility because the privacy construct and privacy-preserving features offered by companies
are constantly updated and improved, and it "varies" from time to time, as several interviewees
point out. Furthermore, the survey and case studies only provide subjective data on mainland
Chinese customers' privacy concerns and opinions of privacy-preserving features. There was no

objective assessment of these factors to ensure the scientific validity of the findings. Because of
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the researcher's personal prejudice and misunderstanding, the data might be erroneous. As a
result, future researchers can use objective tools to assess participants' privacy beliefs in order to

assure the accuracy of their findings.
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Implications

This study has implications for the field's knowledge base. First, this study revealed that
when consumers think their privacy has been infringed, they respond poorly to internet service
firms' information practices, and that these negative reactions have real-world consequences for
businesses. As a result, firms that rely strategic aims on personal data must retain customer
privacy viewpoints. Additionally, rules are used to highlight the significance of maintaining
consumer personal information privacy to both the business and the workers.

Online services companies should make every effort to effectively educate customers
about their information practices and utilize technical interfaces to collect personal data, as long
as processes to ensure the data's integrity are in place. Because of the existing finding that people
do not know enough about privacy protection features or do not trust the effectiveness of these
features, companies can only help consumers better protect their privacy by continually ensuring
that their security is trustworthy and by providing them with more effective or actually certified
privacy protection features. Companies should also limit the transmission of personal data
outside of the company without the approval of its consumers. Most importantly, companies

™

should be aware of their consumers' "need-to-know" about how their personal data is used.
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Appendix A Online Services Privacy Awareness Survey

(Developed by Georgia Institute of Technology)

Purpose of the Study 5 BEHEY

The purpose of the study is to explore the relationships between
consumer perceptions towards the effectiveness of privacy-preserving
features and to develop a general solution to cope with current privacy
concerns. By analyzing and discussing the data, the study will highlight
how the user's privacy concerns will be changed or diminished by the
effectiveness of the privacy-preserving features. Building On the data, the
study will also seek a combined solution to cope with the current privacy

concerns in the consumer market of online services.

AHRB IR RR EREXIRRARIFIIERNEXMERNE ZZERIXR, 7
HIE—MERRBRRS FZRNIISRIRIERA AR, BEDFHITICEdE, RS
SeEifE A P YRS RA RIS AN e RARIP T RER B U T3 B HISS., EIXEEERT
B £, TAREESK—NGEEREE, DY SEELRS EEHZ LA
AR,

Research Project Website tH5Ik B Rjig
https://craigcorp.notion.site/

Under Age of 18 ki#18ASHIARESE
Please click on any of the "Parental Consent Form" below, download

it, fill it out, and submit it to the investigator before the experiment begins.
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IBEHAEXNGRTIFLUTEE, T "SRR KEES" |, HESL
FHIRRIRAE R E.

https://tinyurl.com/3kxkaj6a

18 Years of Age or Older 18EZ LA LIRS SE

Please click on any of the "Parental Consent Form" below, download
it, fill it out, and submit it to the investigator before the experiment begins.

IBEEFAHENRRPIIFUTEE, T8 "SIAREER" | AELEH

yl:l_ﬁ‘_i] E&géﬁﬂ:%%o

https://tinyurl.com/3kxkaj6a [E&&iAA]

|. Perceptions About The Internet EEARI/RAN[ERZ15RA]

In general, how concerned are you about security on the Internet? (e.g.

people reading your email, finding out what websites you visit, etc.)

—RSRiR, (RN BEEMIZERREEZRE? (Blan, AMIFEEREBEFHME, &
IRBEIBIMGL, FFE., )[EiE](Keep in mind that "security” can


https://tinyurl.com/3kxkaj6a
https://tinyurl.com/3kxkaj6a
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mean privacy, confidentiality, and/or proof of identity for you or for

someone else.

BIclE, "&E "HLSKRERFA. REMH/EREEMARSDIERA, )
Not at all concerned

A little concerned

Somewhat concerned

Very concerned

| know | should be concerned, but I'm not

How concerned are you about security in relation to making purchases or

banking over the Internet?

(FRASTEER B _EE MR T SN 2 RAB ZXE? [$ikf](Keep in
mind that "security" can mean privacy, confidentiality, and/or proof of

identity for you or for someone else.

IBiclE, "&E "HUEWERF. REER/SREEMARSOIER. )

Not at all concerned
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A little concerned
Somewhat concerned
Very concerned

| know | should be concerned, but I'm not

In general, which is more important to you: CONVENIENCE or PRIVACY?

—RSEUE, NI REEE? (EFIMEEREFAM? [B%RE)
Convenience {&F!14%
Privacy FafA4E

Rate your level of concern over the following Internet issues?

BARMILA T EEK AR EEEF]2? [FEfFEER-]

1~7

It's too hard to use {FRCRE—EHIHME

It's too hard to find what | want B E|EAREHZRFEAHE T

Someone could be monitoring what | do online 5 AR HEE S IIERTEM A1 T
¥

It's too cluttered BEXMAYIRERZEL T

It's too slow IEEATEAR
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My personal information will be stolen EHINAEE T 8ESHFIEL

Someone will misuse the personal information | give them

BASRABRHEMBIINTAGR

Information | share or post on online service platforms will be censored

HAEELRS e Lo EaE K ERSHEFEE

Il. Providing Personal Information Over the Internet ZEEEXM RN AR
[EZ5& ]

Have you been asked to provide personal information at websites you

visit?

{REEBIREML_ EREWEKEEDIAEE? [BRikH]
Yes 2
No &

| don't remember if this is the case BARICEEFTEXNE R

Given the above descriptions of disclosure and assurance, please indicate

the condition under which you would disclose the following
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information to a website operated by A COMPANY YOU'RE FAMILIAR
WITH?

EF ERKFIRENRIERNEAR, BiEHEFABR MEEE— P HIFRENAE]
EENMRELTMER? [fEEE%RM](e.g. Tencent Services (WeChat,
QQ), Bytedance Services (Douyin, Toutiao), Baidu, Meituan, JD.com,

Alipay, Bilibili, AutoNavi

plan, MRS (E. QQ). FhBkaiRS (Fla. $8kF). BE. =H.

RAR. XIO=E. BEEE SEF,

Reference for Scales &%

1 - No Privacy Practice Disclosure or Independent Assurance iZBSFARIP
IREEEIRIT{RIE

2 - Disclosure WITHOUT Assurance Fo{RIERIIREE

3 - Disclosure WITH Assurance BRI EE
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4 - Disclosure That Information Will Not Be Shared With Others FZE(=EEA
S5MAHE

5 - Would NEVER Provide This Information Online JKiIZASEM _EiR4tixLe
=)

1~5

Name #4435

Home mailing address Z<RE{FilE

Business mailing address T{Eibiit

Email address B8 FHEFEHELHE

Date of birth &H

Family information ZKEER

Credit card/banking/stock portfolio information {FH-K/IR17/IRERREE

Medical informationEF {58

Salary/resume information ¥&/EHER

Given the above descriptions of disclosure and assurance, please indicate
the condition under which you would disclose the following
information to a website operated by A COMPANY YOU'VE NEVER
HEARD OF BEFORE?
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EF FIRAXFIREFRIEREA, BIEHEFABR MRESE—MRNRITRIZH
NERENMEIRELTER? [FEFEEXRE] (Reference for Scales i#4k%&

2

1 - No Privacy Practice Disclosure or Independent Assurance ;ZBFEFARIF
IREEEIR ST LRIE

2 - Disclosure WITHOUT Assurance F{RIFRIEEE

3 - Disclosure WITH Assurance B{RIERKE

4 - Disclosure That Information Will Not Be Shared With Others FZE(=EEA
S5MAHE

5 - Would NEVER Provide This Information Online 5XiZA&TERM R ixLs
=22

1~5

Name #4435

Home mailing address Z<RE{FilE

Business mailing address T{Eibiit

Email address B8 FHEFEHELHE

Date of birth &£H

Family information ZKEER

Credit card/banking/stock portfolio information {FFE/5R17/IREREFEE

Medical information BTS2
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Salary/resume information ¥i&/fEHER

Have you ever had your personal information be leaked (either online or

offline)?

Yes 2

No &

| don't know if this situation happened before FAFIEXFME RLABIZEB A
4id

lIl. Perceptions About Internet Privacy EEARFEFARKE]  Privacy is how
businesses use the information they collect from you (e.g. for their
own purposes or make it available to third parties). EFARIEEIAN
AIERMIMNFARRIERYER (20, HBCHBERNENSEIRHEE=
7). Personal information is any information that is attributed to
you individually (name, address, email address, names of family
members, social security or credit card number, financial information,
medical history, etc) APABREREBEARABTIRITARNEGE (HHA. i
HE, EEFEBMEAE, RERRAIER. HRRIESERRSE. USER.
REEF). [BREAA]
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Would privacy-preserving features be a factor at all in your choice whether

or not to do business with an Internet-based company?

EREERESS—RELIRSRAEFRIRSH, RFAMRIFIERER—TER?
(B3]

1~7

Do you think metrics to measure "how secure" a specific site is rated be of

any help or value to you?

RANEE—MFENLL "E2%E "SR RE T AEBENEID? [BikERH]
Yes 2

No &

In your opinion, what information ought to be collected for each online

service providers you request?
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EIREFR, MTREXNIEBNMELIRSREME, MZIERLER? [Zik
] (Please check all that apply.

1B A)IEFBIE AL, )

Your WeChat ID {REYGUSID

Your phone number {RRIFHS3

Your email address {RAVEE FHEFEHBLE

Time of the request M4&i5KATE]

Your machine address {RFf{fFEI& &AL

The requested page {RATIERMITT

An identifier that persists across visits to that site —MEIFEHZMuLAT ST
FERTRIRRT

The type of browser you are using {/REF{EEFATNILEEESSEY

Your machine's operating system {REVHLZSAVIRIER 5

Your geographical location {REGHBIE(IE

Your machine's screen size {REF{ERINEENFEERY

None of these LA FEAE

| don't know EATf#

Please complete the following statement.
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157ehkLA RERIA,

| would give demographic information to a Web site ...

BEER—MMGEHAOFIHEE. ... [Zi%3] (Please check all that apply.

B AIRATEIERAYE, )
if a statement was provided regarding what information was being

collected

EARRM 7 X T IEEERHS S RIS
if a statement was provided regarding how the information was going to

be used

RERM T X TWIEREE R

in exchange for access to the pages on the Website

LARSRE pod s pod RT3 0AY

in exchange for a small discount at the Website's store or on their products

LARE O ub Y IS B FR AT
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in exchange for some value-added service

PAMREN— Lo B ARSS
if the data would only be used in aggregate form (i.e., not on an individual

basis)

MERXEEGRRIAGERZAER (AR ASER)

| would not give the site any demographic information

HASE%MuEREERADSIHER

Under other terms and conditions

RIEE RIS

Please indicate your agreement/disagreement with each of the following

statements.

BIEHIRN A TEIRANREE/ARR. [FEFE3RE](Reference of Scales:

1 - Strongly Agree IFERE

2 - Somewhat Agree Lt EIR
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3 - Neither Agree nor Disagree B ARIE B AT

4 - Somewhat Disagree ttBARE

5 - Strongly Disagree JEEARER)
1~5

There should be new laws to protect privacy on the Internet.

NAZ B AN EERRIPE R _EAIBSFA,
Web sites need information about their users to market their sites to

advertisers.

Wit R EG XEAFRIERKE SR EHEEMLS,
Content providers have the right to resell information about their users to

other companies.

NBEREBENGEAFREREREEMMAE.,
A user ought to have complete control over which sites get what

demographic information.

FAF NiZBEfsse = HIBELRuEIRISIR L A FIHES.
Online service providers to which | subscribe have the right to sell my

name and address to companies they feel will interest me.

HAT RS IR S IR BRSNS a I AN BEKEBRIAE.
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| value being able to visit sites on the Internet in an anonymous manner.

HAREMEBLAERRISTUHE BB _EAIRIuS,
| ought to be able to communicate over the Internet without people being

able to read the content.

FNIZBEIBE BN _EHITACR, MAILERERE.
| would prefer Internet payment systems that are anonymous to those that

are user-identified.

HEENEZRIEERMTRS, MARIERLURBIBR SRS,
Third-party advertising agencies should be able to compile my usage

behavior across different websites for direct marketing purposes.

B=T BABIRZEEBEAR BRI L RIEAIERITA, LIARIEEEHENE
fY.
There ought to be stricter laws to protect children's privacy than adults'

privacy on the internet.

EEEM. L, RNZBUREFE ARIBSRAE TSRO EERARIF) LERIFSFA,
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IV: Awareness level of Privacy Policies, Perceived Response Efficacy, and
Vulnerability to Privacy Risks IIBSFABGRANATIRIKT, BRRIEVRRHER,
AR IS SRAIX B RO RE 55 14 [E 551 AR ]

Please indicate your agreement/disagreement with each of the following

statements.

BRI A TEIRANREE/ARR. [FEFE3RE] (Reference of Scales:

1 - Strongly Agree IEERE

2 - Somewhat Agree Lt EIR

3 - Neither Agree nor Disagree B ARIE R A/RXT

4 - Somewhat Disagree tVEAEE

5 - Strongly Disagree IEEARRER)

1~5

| am concerned about submitting my personal information on social

networking sites because of what others might do with it

HABOEAE B2/ uh EIRZFHAIDAGER, BAEMARTBESRAERETA.
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| am concerned about submitting my personal information on social

networking sites because it could be used in a way | did not foresee

FXIEAL RIS EIRAZFAI N AGRRBEEN, BACHERATHRIRETINERY
JuE= W

If | used privacy protection measures in social networking sites, | could

probably protect myself from losing my information privacy

SNRIAEAL AT uh_EEFRRRFARIFETE, FAREALARIF B CRIEERRFAREER
| can protect my information privacy better if | use privacy protection

measures on social networking sites

SNERBAEFLIIMuL_ E(ERRRSRACRIFTENE, FATLABRFERIPERAVE R IRFA
Utilizing privacy protection measures in social networking sites works to

ensure my information privacy

FIR+L A2 RUERIRSFALRIFIETE, ATHRRECAVSRISFA
If | utilize privacy protection measures in social networking sites, | am less

likely to lose my information privacy

INERFA AL AT WUERIRSRARIPFENE, BN BER KRS EESFA
| ought to be able to communicate over the Internet without people being

able to read the content

FMIZBEBAE BB _EHTEER, MAMITE—ERE
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| read the privacy policies of Online Service Providers before using them.

FAEERELIRSIRMHE 2R, FHE 7 EIIRYRRFABCR
| understand carefully what is mentioned in the Privacy policies of Online

Service Providers

A7 T LIRSS IR RIERABCRPIREINAE

| read the updated versions of Online Services Providers' Privacy policies

Ha KSR S R FABERAIRIThRA

V. Privacy Perceptions in the Context of Mainland China FEXEE S TAIER
FARRR [ EtEs 1 BA]

Do you have privacy concerns about the online services in mainland China

you are currently using?

{RIHFEUERTFERRIELLIRS 2B EFRFARI? [Bi%RT](e.g. Tencent Services
(WeChat, QQ), Bytedance Services (Douyin, Toutiao), Baidu, Meituan,
JD.com, Alipay, Bilibili, AutoNavi
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fign, BHERS (GRS, QQ). FoikaliRs BE. SHLK). BE. =H.
AR, XTE. HEEE SE%)

Not at all concerned —gItBAFE)

A little concerned <2455/

Somewhat concerned B 1E1)

Very concerned +73481()

| know | should be concerned, but I'm not FFIERNZIEy, BESE

If you have used a service provider that has had a privacy breach, will you
stop using that service provider and move to another one that can

replace it?

INR(ERTRIIRSS IR B L LI TIRRRISH, (RESRELLERILRSS
RIAUARSS, FHEEB— AU LBERERSHRSE. [FRik]

Yes 2

No &

| don't know how | would react to that FAREFXT LI M

Many online service providers in mainland China have become aware of

the importance of protecting user privacy in recent years, and



CONSUMER PRIVACY AWARENESS AND ONLINE SERVICE COMPANIES PRIVACY-
PRESERVING FEATURES IN MAINLAND CHINA

consequently offer a variety of privacy protection features to their

users.

S EFEAREHNELRSIRUBEREN/ VB TEE T RIFAFREFANE
2, A2 ARAFRET ZHECRIRFARIFTIEE, (RR(ERAXLIRFARIF
TOREND? [ERItRA]

Yes 2

No &

| don't know how | would react to that FEAEIEFXTLLHI = M

What is your opinion of the effectiveness of the privacy protection features

offered by online service providers in mainland China?

(R3S R EABERITE SRS IR TR RIS FARIFTIRERV B NERIBIER? [k
]

Completely ineffective 5T2Tc54

Partially ineffective Z57F58

Partially effective 5B

Completely effective e&HB5K

| am not sure about the effectiveness of the privacy protection feature [ am

using FAFHERATERRIBSFACRIFTIRERIARE
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Have you ever experienced a privacy breach while using the services of an

online service provider in mainland China?

(RIEERFERMRIELRSRHBRS 2, EREBIRMIMtRRIER? [
yein]

Yes 2

No &

| don't remember if I've ever had a similar experience FACEREEE I T
KMUREB

I'm not sure if what I'm experiencing can be defined as a "privacy breach”

EABRKRIMEENIEARTLIMKEN R "faFAittE"

Do you think that the policies proposed by the government authorities in
mainland China are effective in protecting the online data privacy of

users in mainland China?

{RARTE RGBSR AR HNBER R R A BUtRIP R E AR AR
ELEUERSRA? [ERIERT]
Yes 2

No &
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| don't have knowledge of the current data security policy of the mainland

Chinese government FAA 7RI EAFGEFRIEIEL £BER

Are you concerned that online service providers in mainland China are
collecting your personal data and sharing it with third-party agencies,

organizations, or the government?

RREROHE R ELRSREREBBEMRINASE, FRESZEEE =751
1. B4, SREBUTERI]? (BRG]

Not at all concerned —gtBARF)

A little concerned ARE24FHFEL)

Somewhat concerned B8

Very concerned +43#81()

| know | should be concerned, but I'm not FXIEFRIZIEL, BIKEE

| don't know if it ever happened EAFIEEE A4S

VI. Demographic Information ™ AER SR [EE15AA]

What is your age range?
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(RNFRSEER? [ FALE]
Less than 20 {£F20%

From 21 to 30 \215%130%
From 31 to 40 N\31%5%40%
From 41 to 50 \415%150%
More than 50 XF50%

{REIMERIR? [BRikRR]
Male 58

Female &z
Prefer not to say i F Atk

What is your level of education?

FRREBEKER? [SRiERR]

Pre High School &5k}l (¥194)
High School &

College KEAEL

Post Graduate FItHR4E

What is your socio-professional category?
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{REVHERBRAVSRRIZ? [FHRR](Optional #E1E)

Farmers &

Artisans, shopkeepers, CEOs T[E. [EE. BEHITE
Executives and intellectual professionals {7IIA BRFIATIRSF

Intermediate professions FRZRERV

Employees €&

Workers T A
Retired E1E{K
Unemployed %Il AR

Students F4&

What is your most commonly used operating system?
BERERNRMEFRRE? [SiE/]

Apple iOS & iPadOS

Apple macOS

Z e (PEXFE) Android for Mainland China

78 (pEAXFEIN) Android Original

HE5 (Huawei HarmonyOS)

HEX Windows Phone/Windows Mobile

What is your email address?

{REOEEFHRFEMBILR? [BRIT3AE](Optional i%1R)
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Appendix B Interview Coding

Table 8. Themes Identified in the interview transcription data

A. Privacy breach

- B. Privacy-preserving features

C. Personal information

- D. Distrsi

Table 9. Categories Identified in the interview transcription data

1. Disclosed without authority
2. Risk to individuals' safety

1. Information type
2. Data Usage

Table 10. Codes Identified in the interview transcription data

Stealing the privacy of its users
Experience

Danger

Familiar
Concerned

Shock

Surprised

Worried

“Data explosion”
10. Challenging

11. Overshadowed

12. Cyber security risks

CoNor N E

Personal ID
WeChat Info
Phone Number
Informed consent

B
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5. Role of government and vendor
6. Fake information

7. Misinformation

8. Social media platform

9. Consumer financial protection
10. Payments system
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Appendix C Interview Transcripts

Subject 1:

- PRPTIE R AR AR A BEAL R S AT IR L 7 ) DA AR B IR B AR AR K1
PR — D HAEHR?

What are some of the specific privacy breaches you have experienced? Can you share an

incident that you remember most or that caused a lot of damage?
A E XA D EA MR S . BRI AT Bk sh B EE R 4 RHEIE B A A
beanAE AT HTRL = BT i, 2 P I B — Sy . BT ARG AR 2 — AN FORA O it
I, A RAA X L5 B i W Ay stk
I'm not sure if this is considered a privacy breach. But I think the algorithm that ByteDance uses
to push content to me, for example, when I'm using Tiktok (China), is some of the content that I

usually like. So I think it's a privacy breach, although I'm not sure in which way that information

was leaked.

- ARRE T BAE o KBt 76 42 IR 55 S A v T4 A4 1) B RA DR 4 T B 0 8 ) A 3 iy 2
How is your experience with the privacy features offered by online service providers in

mainland China today?
AL L R B H RS B H AR FARI D RE, L — L8 AR, < AN B RS
PR, >N ARG e, DL =07 it G e, XL ThRe R 2 1Rk as AT TH -
MHEA.
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I have used the newly retired WeChat's self-checking privacy features, such as some "friend

perlmssmns ,

nmn

personal information and permissions", "personal information collection list", and

"Third party information sharing list". All of these features are available to our users for self-

checking.

3. SR RIAEM, IREAFXLERSAL ORI I REAZ A FHWE? W LAr 22—~ BRI E
Ik 2

Do you find these privacy features useful after your use? Can you share your specific

reasons?
RLZIE R — LA AL ), B2 B TR ThRE SRR HA, SEPREIRCRM %2/ EIRAAS
REARTIL AR HH oK
It should still be of some use, but as this feature is the latest to be withdrawn, it should be at least

a long time before the actual effect is felt.

Subject 2:

- PRPTE R AR AR A BN R S AT IR L 7 ) DAy SEAREN B IR B AL 1 AR K
BRI — D FHAFE?

What are some of the specific privacy breaches you have experienced? Can you share an

incident that you remember most or that caused a lot of damage?
PANE P — VAT R RIS, R FARERSUR TR — 200, JEREKILZ
RUOAFARATAE AR BOHRAT RAG S 1o Ak, B0 FE LA 22 =] 1Lk 5%
1y PINEE AR AR o
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I personally experienced a bank card theft incident that cost me almost $10,000 or so, and I later
found out that it was because my bank card information saved in my cloud album had been

stolen. Since then, I have not used that company's business as it was really unsettling.

2. PR DAL r [ KT 72 2 A 55 S A A P S (46 £ B RA R 377 Ty e PO A5 P A4 26 4 i 2
How is your experience with the privacy features offered by online service providers in
mainland China today?

X AREE A w B FA SR i, RS IR A SR RA T RER, W RERIMIE B i 1 L
Nw], FEOAFERATITE . (HH AR 2 =7 JpiAFE 1.

For those companies that have privacy measures, I honestly don't have them turned on manually
myself. But I don't know about other companies.

3. ZIIRIEM, IRIEARIXEEAMRIThRERE S A MM ? v Ly 53— T ARt
HE ?

Do you find these privacy features useful after your use? Can you share your specific
reasons?
WAZIE A S, Z/025 P — SR R R

It should still be useful, or at least give the user some psychological comfort.
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Subject 3:

1 ARPTE ST iR B AR (B AL R S A A L 2 ] DL A SE AR B R B IR B A 3 AR KT
BRI — D H AR ?

What are some of the specific privacy breaches you have experienced? Can you share an

incident that you remember most or that caused a lot of damage?
R ERERBUNTEIL T, $0r G &0 1. A RS 2R VR A LR R
T ERBATTE 1AM el X N ThaE, (HaEXi2 ik AR LU 2 A4k 8 kA
XA, PUONERATIAE AR I LT & Frig fL i AR sy L.
My photos were automatically backed up by the platform without my authorization. However, |
think it was because I didn't notice that the "automatic album backup" feature was turned on by
default, but it still makes me worry if these incidents will continue to happen in the future, as we

are now dependent on the services provided by these platforms.

1. AR IUAE A [ K Rk AE 28 IR 55 32 14 3 P B2 (3t A R R DR 37 T B FR) A FH A4 56 dam e 2
How is your experience with the privacy features offered by online service providers in

mainland China today?
TINAERR ThREIFR 5 A EDU, L in it 3075 AR 2 K0 B A RE 08 1 N 208 BERSFA T
GO, iy H B ) SO R U LA B, I B R Dy REAE R 4 A TR L Ty
Ifl -

I found the guidance on the privacy features not intuitive, for example I had to go through a lot
of steps to get to the privacy management page and the text was generally not straightforward

enough for me to understand what the features were protecting me from.



CONSUMER PRIVACY AWARENESS AND ONLINE SERVICE COMPANIES PRIVACY-
PRESERVING FEATURES IN MAINLAND CHINA

— e E] B H AT RS LE A P AV X e Th RENE .

2. ARG, IRWEAIXEEARIT IR A HME? fT g5 — T BRI
Ik 2

Do you find these privacy features useful after your use? Can you share your specific
reasons?
X THRUE, RAAFREA K. FERBRIRS R MR, SURERR T DI Re I F2
Ho XL E L, PO R B, BCE R R IZ T B 2R
i, AR R a R, AR A B RS FTURR R ThRE R 2 A
R, SEbr ERAERFERFER AR RBEHER, RO R 5 5.
For me at least, I don't think it works. The fact that the platform is both the provider of the
service and the privacy protection feature gives me some concern, because sharing the privacy of
users' data, or using that data in their own service to maximize the company's profit, I think is the

idea of a product manager. So the privacy protection feature is just a front and what is actually

happening is still the company stealing the privacy of its users, just through a different way.
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Subject 4:
1. VRATE B0 i BAR R RE AL MR S AT IR EE 2 AT DL SR B G R B 2 3 AR K )
PR —AFAFER?
What are some of the specific privacy breaches you have experienced? Can you share an

incident that you remember most or that caused a lot of damage?
PIFALREE KA 7, BRIV A C BRI A e 2 [y id Fafh itk i X
Seffil. eanvi 3 SRR ILAE 1L, B A B AR AR LA s e S g, —
IR P AN B LR AT DLELRR Y R 44 5, IR R e — SRR TR A 5] P
I don't remember a specific case, but I think I've been around friends who have experienced
privacy breaches. For example, if your photo appears on the internet, if a real estate agent knows

if you want to rent or sell a house, if a phone call from an unknown source calls you by name,

these are all examples of privacy breaches.
A NWHZPrid UL B IR LSy (HR B B BRI Bk, WA KZHEKEZ.
I have personally experienced all of these events. But when it comes to specific losses, I don't

have much to feel.

2. ARXFTIAE o DR R AE 28 I 55 S Ak e B 32 (4t A B RA DR T e A8 R AR 56 G 2
How is your experience with the privacy features offered by online service providers in
mainland China today?

ARG R PRI, B OO IR IR 2 LR Oy 1), BE TSI & — > EL R T B
R, FATHE BHE Z B FIFEEE e . Lhin i /e A F I — 22 iR 5 b, IREZIEHh 2
BRI eIk 552 A S it an FH P JRAT— e L RS FA LI RE, B R AR 25K, AR

FEAE XA RS I RE T, PSR N5
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The experience of using it is moderate, I guess. I am usually quite concerned about these things,
after all, this is the age of the internet and our information is collected to varying degrees. For
example, in some of the services I use, I deliberately pay attention to whether they provide users
with some necessary privacy features or privacy terms and conditions, stating what personal
information will be collected in the process of using the service.
3. R RHIEA, PRIEAFIX LRI DI & A e ? W LA = — T B AR
1574
Do you find these privacy features useful after your use? Can you share your specific

reasons?

w8 o~ F SRR BN DRI T e, B MG A) DA FRL PRIPIR R IE, XT3RS AT S 2

>

REZHIHER.

W

Some of the companies offer privacy features, or I guess you could say privacy systems, that are
very informative for me personally.

FRAN NI RAE X —J7 A AR LF I, EEWZEARAT TR App Store FAF— AN B FH RS IR T4
GO, T RLEies I — RTINS A B BRI IR . IIONIX SRR
GER, O3 RT BLE I I AN SR 2 15 2 BOX AR -

I think Apple does a good job of this, for example, on the details page of each app in their App
Store, I scroll down and there is a description of the type of personal information that the app
collects. I think this is good because I can use this to determine whether I want to download the

app or not.
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B FIEAT E ) — LA FIER T MR A 588 1, —LED e A Rk A 45 SE B IR
W 4k, X ORGP AR —HeR U, B IEEE A T —J7 IR R R & i1k
F, BURFERT I 75 2 e — Sk AR R W8 A w147 M.

However, I think some companies in China have yet to improve this aspect, and the effectiveness
of some features has yet to be proven in practice. In addition, for the protection of user privacy, |
think it is only marginally useful to rely on companies alone to protect it, and the government

needs to enact some regulations to regulate the behavior of companies.
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Subject S:
1. ARPE R R B AR RS AL R A A REE 2 ] DL AR BN R B IR B S 3 AR K
BURM— SR ?
What are some of the specific privacy breaches you have experienced? Can you share an
incident that you remember most or that caused a lot of damage?
PAE B B LR F . HEE BB ATV 2 RO S £ R F I, i
LinkedIn ££ 2021 4 {16 (149 A - St e S8, B 2otV 2 s HI A ATTAR 55 (1
EBARKBIFER - A FER 22 FIHE 2017 4 10 Bt it F 04
I'm not sure I've ever experienced a similar incident. But I have seen many similar data loss

incidents in the news, such as Linkedin's user data breach back in 2021, which I think will have a

big impact on many users of their services. There was also the Yahoo Inc. data breach in 2017.

2. RN DA r [ Rl 7 2 A 55 S A 7 P i 146 £ B RA DR 377 Ty e F A5 P A B G i 2

How is your experience with the privacy features offered by online service providers in

mainland China today?
AT B ERRR A, BUER TEURME, 2N TEESF RO 1R R
BE LR ARAS BRI R IR e Ak A (H2 B T — LR BUF IR, VF2 B AN R A I EE
AR FAF TR E 1537, Ay B LUR X A7 1 ] PLEAT — 226
I think it is generally good that many vendors are now adding privacy protection features and a
complete system of collecting information lists at the end of this year due to government
regulation. However, due to some government restrictions, many privacy protection software

developed by foreign vendors cannot enter the Chinese market, so I hope that some

improvements can be made in this area in the future.
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3. R ARIAE, IREAFXLEESA ORI I REAZ AT FHE? W] LAor % — T~ BRI E
Ik 2

Do you find these privacy features useful after your use? Can you share your specific
reasons?
FEAS M5 BRI B B i, R AT DATE 2 IO B A XN AR R i, B ik es (5
BapltE. I0A RAFER & S EREERF R ThRe T, 50 T 238 KRR 2
G FCEEAR XN TR, A R B AT E R R, XX
AR KK .
When I use the "information collection sheet", I can clearly see what information is being
collected when I use the app. I also wonder if this is included in the privacy protection feature
and if Taobao's privacy protection for consumers counts. I remember that Taobao has an option
for "whether to disclose user information" in the user reviews of products, which is very helpful

to me.
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Subject 6:

1. ARPE R R B AR RS AL R A A REE 2 ] DL AR BN R B IR B S 3 AR K
BURM— SR ?

What are some of the specific privacy breaches you have experienced? Can you share an
incident that you remember most or that caused a lot of damage?

WEA LA RIS, ETaeikae il A FIESR 1.

I haven't gone through some privacy breaches that I can remember, but maybe I have

experienced them and I just don't know it.

2. ot T B r [ K B AR 2 AR 55 7 P B2 1 ) B R PR 377 T E 1) 158 P AR 6 2 ] 2
How is your experience with the privacy features offered by online service providers in
mainland China today?
SRR, FR T 5E AN S RS AL DRI T RE R AR BRI . 17 HAR /31X L B i
35— [ AR AL A A ) — LE B FA DRI TR, ELAN Facebook A1 Twitter FREAA LR T
AE .
Overall, I am very pleased with the privacy protection features of Meituan and WeChat. And I
think here I would like to highlight some of the privacy protection features of foreign social
media, such as those of Facebook and Twitter.

3. SR RIAE, IREAFXLEESAL ORI I REAE AT FHWE ? W] LAy 52—~ BRI B
Ik 2

Do you find these privacy features useful after your use? Can you share your specific

reasons?
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PLOZIE A L AL ), BADERE R, HRUWSE, ARG RAHILEEA KM,
TENF, JUT-FrA S5 v BEAR R 0 LU AR R IR 55 HO TR Bt R T o 19

There should still be some use, at least in my opinion, but to be honest, I can't tell if this stuff is
useful or not, and as a user, almost everything is probably overshadowed by the providers of

these online services.
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Subject 7:
1. ARPrad Bt i) B AR B B RA TR S A A TR L 2 A] DL S AR BN SRR IR B i 3 AR K Y

BRI — D HAEHR?

What are some of the specific privacy breaches you have experienced? Can you share an

incident that you remember most or that caused a lot of damage?
WARRE, ROHPEERE® LG, 28R TRZ KT, BRI A HI R 2
A, SR N IR SRR T R R R SRR R KK LR IE T, 2
KOy E AP SR BT —— R w LB In T8, Bt nT g 2 5 o [ ) A9 A A s —
—ib R E R ERAKEMES, XIRER. A£LH, HE. BETraesmEiE sz
MW E R X o 2020 TR RN, B 8 e R A5 53 B o 3 e et 7 BB 2 R B
AW 5 B tliE B ORISR &, RE MR . B S EBUA - MEUE ki
PR, RS [ A LI R b b AN A2 BT S AR T e o 0 RSO PR FE S . ELHR A
IR B BB AR, AT B2 il 52 AL 2 s, Bk Se B i IR E 3R,
What I'm thinking is that my user data has theoretically, been leaked many times, for example by
companies like the well-known DiDi, of which the Didi incident is a prime example. The real
reason why DiDi was fined is actually, I think we all already know, because it attempted to go
public in the US - which would have increased its market capitalization but could also have
leaked private data of Chinese users - allowing the US to hijack the private information of the
Chinese public, which is very dangerous. In the US, the Twitter and Facebook platforms are the
worst hit by the proliferation of fake news of all kinds, and in the 2020 election, both Democrats
and Republicans are trying to create fake news against each other. Trump has constantly

threatened to create his own social media platform, although he has not yet succeeded. As the
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political struggle and party polarization in the US intensifies, it is likely that the future of US
internet businesses and social media platforms will also split into two camps. Instead of bridging
differences to reach consensus, the internet may instead exacerbate the tear in American society

and undermine the democratic consensus in the US.

2. RN T B KRt 78 2 IR 55 S A 7o B4 43 1) BURA ER 47 ) B O 58 P A4 36 iy 2
How is your experience with the privacy features offered by online service providers in

mainland China today?
WA, BEBUFIIE T, FE 4R 2 HR R A B B #G—R AR i ) — B ]
B, X BRI T AR 22 R EAL .

It's not bad, at least under government regulation, and the vast majority of tech companies in

China have been paying a lot of attention to user privacy protection in recent times.

FRAEATFIX AN A HE (0] B — A S P [ KRR A F R R FEZ TR 28 F 5 o 5 P [ F) EL B
PIESk, #EEERERHE P EEE, X0 RE3 BOE I 1 PR Bl i R P 45 22 4 AU

I think this goes back to the relationship between the development of large technology

companies in China and the US, where both internet giants control a large amount of user data,
which could lead to manipulation of public opinion or create significant cyber security risks.
3. R RHIEA, PRIEAFIXLEEARIP DI &AW ? WA= — T B AR
1534
Do you find these privacy features useful after your use? Can you share your specific

reasons?
FAAFTE B BT AN B, AR ULIX LE D RE e A 20, RN e s AR 32 E i Bl

FANERAE A AR M R e R L S ARSI IR, TR DRITIX AN DI RE I BT AEAR
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X PEB AR AR 2 T ) SRR 7 BB AR R T A O R B 5 R R, RNt 75 2255 L& £
—UERORMATAT IR, BB, T E MRS GRIT T RS, IR B BRI R A REE D .

7/

I don't think it's possible to say whether these features are effective at this stage because, after all,
the development of China's technology industry is actually still relatively backward compared to
that of the US, and the privacy protection feature is designed to be considered by developers only
in applications or systems that are relatively mature and also need to take into account some
technical feasibility, so it will take some time before the privacy protection feature in China is

revealed.
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Subject 8:

1 ARPTE ST iR B AR (B AL R S A A L 2 ] DL A SE AR B R B IR B A 3 AR KT
BRI — D H AR ?

What are some of the specific privacy breaches you have experienced? Can you share an

incident that you remember most or that caused a lot of damage?
Facebook FEEFATIR ST, FANYFA)—LEIK 7 {5 BRI B2 gt e HY 25 17 LAY
TR ZIE A —Le PP 8 FH A B N IR A R, BN SEB s, J F1X 88w RI{EIE
PR 2 EE AR
With the Facebook privacy breach, I think some of my account information was also leaked out.

Other than that, I think there are also some domestic service companies that I use, because to be

honest, I have less trust in those companies.

2. ROt A [ K B 2 AR 55 S A 7 B B 8 ) B R R 377 T E 1A 458 P AR B8 G ] 2
How is your experience with the privacy features offered by online service providers in
mainland China today?

H = b 5o BT L[] iCloud Private Relay #& 73 ANEE T, 7] LS B3R AR FRIE M 7 B )ik
i H] iCloud H a4 RRATIBAR, IR MR e A BB AR MRS, R  7E FU HR A R
fi, ZEiE—SaRE e R I, AT ORI IR AT EEFA .

The iCloud Private Relay provided by Cloud on Guizhou is very good, it helps me to use the
email address automatically generated by iCloud when I sign up for an account, and forwards

emails to my private email address, and also protects my privacy by disabling some illegal

elements when I receive emails.
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3. SRR, IREAFXLERSAL ORI LTI REAZ AT FE? W LAor 22—~ BRI 2
Ik 2

Do you find these privacy features useful after your use? Can you share your specific

reasons?
H I, HX 2RI AR O

It's useful, but that's just my opinion.
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Subject 9:
1. VRATE B0 i BAR R RE AL MR S AT IR EE 2 AT DL SR B G R B 2 3 AR K )
PR —AFAFER?
What are some of the specific privacy breaches you have experienced? Can you share an

incident that you remember most or that caused a lot of damage?
B RERFEg T, ERERAE IR, HE CBaRAITRRS .
No specific incidents anymore, but I have seen similar news, and I use their services myself.
B RHAL Y S ARME, USRI P AR AR B, sl DURYT B CRBRFA, XAk
AL ) A NBE AT I 0] . HESE L, BRI UIEM R, ARkt 2 gk s i
J AR EE TR . AR ORIERI R SERRIRAT N, RAMRIC T B E IR AL . AR ARET
F VBRI (dark pattern), RIBCiE—2eefi Ty, geLL A FIRIT7 2 R BIL
MW RS URIRAR, AFARICE ™ dhoR Y 1 I B HES Bt s AT TR (kb 2 (4 o7
B, XS SN B ORI . AR S R T BOR R R A
B, MXEFRHUE, R AMZICFA BN EATH AN HUN 2R B HGEAT 3] .
Google has wrongly led consumers to believe that by changing their account and device settings,
they can protect their privacy and have control over the personal data that Google can access.
But in fact, contrary to Google's claims, Google continues to systematically spy on users and
profit from their data. Google's bold misrepresentation is a clear violation of consumer privacy.
Google has deployed a "dark pattern" of "tricks" designed to subliminally influence users'
decisions in ways that benefit Google. The lawsuit alleges that Google designed its products to

repeatedly push or pressure people to provide more and more location data, in violation of state

and Washington consumer protection laws. Google uses a variety of means to constantly track



CONSUMER PRIVACY AWARENESS AND ONLINE SERVICE COMPANIES PRIVACY-
PRESERVING FEATURES IN MAINLAND CHINA

users' locations, and this lawsuit is, among other things, a long overdue enforcement action

against blatant violators of privacy rights and our state laws.

2. ROt T BUAE r [ K R 20 AR 55 5 7 P S B ) B RS PR 377 T RE 1) 156 P AR B ] 2
How is your experience with the privacy features offered by online service providers in
mainland China today?

AN MRGF HIASS .
Not a good experience.

3. ZARIIMEN, IRWEAIXEEA RS IR G A HWE? FTLip 5 — T BRI i
Ik 2
Do you find these privacy features useful after your use? Can you share your specific
reasons?

R I FOIX LR DI RE A R E R A RMRAE R, BOAN TBUFRIR R, b1
Be N T SERR_EAGRIE DRI R RS AL, B MIERN A BRI, AT ISR SE AL e B
PAHCSEIRAB AN 2 LA IR LE D RER

It's useless. I'm not convinced of the effectiveness of these privacy features because they are not
actually protecting the privacy of the users or in some ways they are constantly spying on them

due to the government factor. So [ wouldn't actually use these features.
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Subject 10:
1. AR as Bt i B AR B B RA LR S A A TR L 2 AT A7) AR B R AR IR B 3 AR K Y
BRI — D HAEHR?
What are some of the specific privacy breaches you have experienced? Can you share an
incident that you remember most or that caused a lot of damage?
FACIHE G 2k T P RS AL, XS —2er i BT 2, BRIk E o hiks
BRI, srE g, ERIR R ARE O, SR A R FGAR — LT AR AL H
FAIBA AR BRI, R ORI 2 =] R A 2 AR A WO
I remember that WeChat has leaked the privacy of its users, I think I heard it on the news, I have
not encountered it myself, maybe I have experienced it, but I just didn't know it, or it was some
actions of the company and the media to make the users unaware of the privacy leak, to protect

the company's reputation and profit income.

2. RN B [ Rl 4 2 ik 55 S A3 e Pt 4 43 1) BURA DR 97 T B A8 P A 38 ey 2
How is your experience with the privacy features offered by online service providers in
mainland China today?

Hem 60 73, IXLEThAE AT AT M Ak
I would give it 60 points for features that could be described as flashy.

3. ZIIRIIEA, IR XEEARIThRERL T A MW ? 7] Ly — T AR i
k2
Do you find these privacy features useful after your use? Can you share your specific

reasons?
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HARTHN, XA AR BT UM A, HP R H X L T RE
I, 2 RDUEAITIRAEE ], sCE AR I LD RE B, T A8 A X LR AL
TR DRE . MEEMARRE FoRUE, XTI REt 2 IR Nl i H 2 —0g, AT SEBUR AT A 2t
T ON LA

This is why I said earlier that it was "flashy" and that when users actually use these features, they
find it difficult to use them or to find the settings for them, so they don't use the privacy features.

In a way, this is probably one of the aims of these companies, to maximize their profits.
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Appendix D Survey General Consent Form (en-us)

Title of The Correlation between Consumer's Privacy Concerns and the Consumer's
Study: Perception towards the Effectiveness of Privacy-Preserving Features

Investigators

Name: Xiang (Craig) Fu Dept: NCPA Social Studies
2220027 @ncpachina.or
g
Contact: +86 13686893092
Introduction

e You will be asked to be in a research study of the correlation between the consumer's privacy
concerns and the consumer's perception of the effectiveness of current privacy-preserving
features.

e S/he was selected as a possible participant because the study focuses on the consumer groups
in Guangzhou, PRC

e We ask that you read this form and ask any questions that you may have before allowing your
child to participate in this study.

Purpose of Study

e The purpose of the study is to explore the relationships between consumer perceptions towards
the effectiveness of privacy-preserving features and to develop a general solution to cope with
current privacy concerns. By analyzing and discussing the data, the study will highlight how
the user's privacy concerns will be changed or diminished by the effectiveness of the privacy-
preserving features. Building on the data, the study will also seek a combined solution to cope
with the current privacy concerns in the consumer market of online services.

e Ultimately, this research may be submitted online as a part of the investigator's performance
task for AP Research through the AP Digital Portfolio and graded by the College Board.

Description of the Study Procedures
e If you decide to participate in this study, you will be asked to do the following things:

e Fill out a survey regarding online privacy and security. Specifically, they will need to
share their information related to perceptions about the Internet, providing personal
information over the Internet, perceptions about Internet privacy, and privacy practice
disclosure and assurance

e After the survey is collected, random participants might be asked to do a follow-up
interview conducted through a phone call, online zoom meeting, or in person. They will
provide their opinions on current privacy issues, concerns, and any personal experience
using the privacy-preserving features in the online services. The length of the interview
will be about 20-30 min.

Risks/Discomforts of Being in this Study
e There are no reasonable, foreseeable, and expected risks. There may be unknown risks.
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Benefits of Being in the Study
There are no expected benefits for participation in this study.

Confidentiality
e The study's records will be handled in complete confidence. All electronic material will be
coded and secured using an encryption key file, and research records will be retained in a
protected online storage. In any report we publish, we will not include any information that
could be used to identify your child.

Payment & Reimbursement
e You will not receive any payment or reimbursement for participation in this study.

Right to Refuse or Withdraw

e The decision to participate in this study is entirely up to you. You are welcome to observe the
interview if you wish. You may refuse to participate in the study at any time without affecting
your relationship with the investigators of this study or Nansha College Preparatory Academy
or losing benefits to which you are otherwise entitled. You have the right not to answer any
single question, as well as to withdraw entirely from the interview at any point during the
process; additionally, you have the right to request that the interviewer not use any of the
interview material.

Right to Ask Questions and Report Concerns

¢ You have the right to ask questions about this research study and to have those questions
answered by me before, during, or after the research. If you have any further questions about
the study, at any time, feel free to contact me, Xiang Fu at 2220027 @ncpachina.org, or by
telephone at +86 13686893092. If you like, a summary of the results of the study will be sent to
you. Suppose you have any other concerns about your rights as a research participant that the
investigators have not answered. In that case, you may contact Ms. Mayra Palacios, NCPA
Social Studies Department (mpalacios@ncpachina.org).

e If you have any problems or concerns that occur as a result of your participation, you can
report them to Ms. Palacios at the number above.

Consent
e Your signature below indicates that you have decided to participate as a research subject for
this study and that you have read and understood the information provided above. You will
be given a signed and dated copy of this form to keep, along with any other printed materials
deemed necessary by the study investigators.

Participant’s
Name:
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Participant’s
Signature: Date:

Investigator's Craig Fu Date: Jan.
Signature: 12,2022
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Appendix E Survey General Consent Form (zh-tw)
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Appendix F Survey Parental Consent Form (en-us)

Title of The Correlation between Consumer's Privacy Concerns and the Consumer's
Study: Perception towards the Effectiveness of Privacy-Preserving Features

Investigators

Name: Xiang (Craig) Fu Dept: NCPA Social Studies
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2220027 @ncpachina.or

Contact: +86 13686893092

Parent/Guardian Name:

Introduction

¢ Your child is being asked to be in a research study of the correlation between the consumer's
privacy concerns and the consumer's perception of the effectiveness of current privacy-
preserving features.

e S/he was selected as a possible participant because the study focuses on the consumer groups
in Guangzhou, China

e We ask that you read this form and ask any questions that you may have before allowing your
child to participate in this study.

Purpose of Study

e The purpose of the study is to explore the relationships between consumer perceptions towards
the effectiveness of privacy-preserving features and to develop a general solution to cope with
current privacy concerns. By analyzing and discussing the data, the study will highlight how
the user's privacy concerns will be changed or diminished by the effectiveness of the privacy-
preserving features. Building on the data, the study will also seek a combined solution to cope
with the current privacy concerns in the consumer market of online services.

e Ultimately, this research may be submitted online as a part of the investigator's performance
task for AP Research through the AP Digital Portfolio and graded by the College Board.

Description of the Study Procedures
e Ifyou decide to allow your child to participate in this study, s/he will be asked to do the
following things:

e Fill out a survey regarding online privacy and security. Specifically, they will need to
share their information related to perceptions about the Internet, providing personal
information over the Internet, perceptions about Internet privacy, and privacy practice
disclosure and assurance

e After the survey is collected, random participants might be asked to do a follow-up
interview conducted through a phone call, online zoom meeting, or in person. They will
provide their opinions on current privacy issues, concerns, and any personal experience
using the privacy-preserving features in the online services. The length of the interview
will be about 20-30 min.

Risks/Discomforts of Being in this Study
e There are no reasonable, foreseeable, and expected risks. There may be unknown risks.

Benefits of Being in the Study
e There are no expected benefits for participation in this study.
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Confidentiality
e The study's records will be handled in complete confidence. All electronic material will be
coded and secured using an encryption key file, and research records will be retained in a
protected online storage. In any report we publish, we will not include any information that
could be used to identify your child.

Payments
e Your child will not receive any payment or reimbursement for participation in this study.

Right to Refuse or Withdraw

e The decision to participate in this study is entirely up to you and your child. You are welcome
to observe the interview if you wish. Your child may refuse to participate in the study at any
time without affecting your relationship with the investigators of this study or Nansha
College Preparatory Academy or losing benefits to which you are otherwise entitled. Your
child has the right not to answer any single question, as well as to withdraw entirely from the
interview at any point during the process; additionally, you have the right to request that the
interviewer not use any of the interview material.

Right to Ask Questions and Report Concerns

¢ You have the right to ask questions about this research study and to have those questions
answered by me before, during, or after the research. If you have any further questions about
the study, at any time, feel free to contact me, Xiang Fu at 2220027 @ncpachina.org, or by
telephone at +86 13686893092. If you like, a summary of the results of the study will be sent to
you. Suppose you have any other concerns about your rights as a research participant that the
investigators have not answered. In that case, you may contact Ms. Mayra Palacios, NCPA
Social Studies Department (mpalacios@ncpachina.org).

e Ifyou have any problems or concerns that occur as a result of your participation, you can
report them to Ms. Palacios at the number above.

Consent
e Your signature below indicates that you have decided to allow your child to participate as a
research subject for this study and that you have read and understood the information
provided above. You will be given a signed and dated copy of this form to keep, along with
any other printed materials deemed necessary by the study investigators.

Parent/Guardian

Name:

Parent/Guardian
Signature: Date:
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Investigator's Craig Fu Date: Jan.
Signature: 12,2022
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Appendix G Survey Parental Consent Form (zh-tw)
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